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Motivation



Remote development is becoming more popular



VS Code is very popular

“I even installed a separate SSH server on a Myth machine to make VS Code SSH workˮ
– a former Applied Cyber Competitions Lead



VS Codeʼs forks are growing in popularity



…but many security risks abound

February 7, 2025



The two key threat models

● Rogue extension on a laptop compromises the remote host

● Rogue remote host binary compromises the laptop



The VS Code SSH Protocol



SSH beyond shells

SSH is both encrypted transport (a la TLS) and application layer, supporting:

● Interactive shell sessions
● Command execution
● File transfer SCP, SFTP
● TCP port forwarding
● Unix socket forwarding
● Display forwarding
● SSH agent forwarding
● …and more

Adapted from H.D. Moore, “Charting the SSH Multiverse ,ˮ BSidesSF 2025



Establishing a VS Code SSH Session



What actually happens here?



Proxying VS Code SSH



How Formal works

Request

Response Protocol interpreter

Policy Engine OPA

Log and metrics 
collector

Policy decision 
(block, mask, 
decrypt) Encrypt

Asynchronous Analysis

User
(machine or human)

Formal Connector

PII & PHI Analyzer LLM And many more



We also already support VS Code Remote SSH!



Encapsulation inception
MessagePack

JSON Frames

HTTP/WebSocket DEFLATE

JSON RPC  Payload



Introspecting JSON RPC and Payloads

1. Decode MessagePack
2. Inflate servermsg body
3. Decompress WebSocket RPC payload



Decoding MessagePack



Decoding MessagePack



Inflating servermsgʼs

TMxPS8MwGIDxeyHfoaddJGZv0zRtoQwd/kEvw1bc9U3ydo7WZjaRMj+9IDK8PZff83DXpUuohRi9xfHdhyhCR
DMSB22wL3MACYiZlHnVZ6Ataqv02uqCqNSmUnozk/XTRDYe/dT5gaZGrnNE5xTXoAqegwSOReZ4ZRwpVUqntF
n9Z02PY6BVGI6nNzKttwPF+xk/KDRx/qL0set2Aq6BJduLqdPX02FGRyz5izpdyIRfzJKWLL+8+DOd6zSctdx
9+tuX/VWbfT9Ni2hvtoemYQlLfgAAAP// 

GET ws://localhost/stable-17baf841131aa23349f217ca7c570c76ee87b957?reconnectionToken=
304aadd5-7156-4131-a62d-9bde5583d57b&reconnection=false&skipWebSocketFrames=true 
HTTP/1.1
Connection: Upgrade
Upgrade: websocket
Sec-WebSocket-Key: sy73PqoBRX+S2zJnw/SACg==



Behavioral Analysis



MCP server autodiscovery

{

  "method": "Filesystem.readFile",

  "params": {

    "path": "/root/.cursor/mcp.json",

    "scheme": "vscode",

    "uri": "vscode://ssh-remote+formal-ssh:/root/.cursor/mcp.json"

  }

}



What other RPC APIs are available?



Constraining VS Code SSH



Introspecting JSON RPC and Payloads

● To block the extension threat: use Formal to end the connection if 
installFromGallery is called

○ Potentially only with specific non-allowlisted extensions

● But many more attack vectors remain
○ Potentially arbitrary: e.g. how do we decide which files on the remote are sensitive?



Formal with (more) LLMs



A note on VS Code forks



Formal is hiring!



Questions?

✉ aditya@joinformal.com


