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Motivation



Remote development is becoming more popular
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VS Code is very popular

eoe code [SSH: formal-ssh-local-docker] 8
| @ hello.py X

L]
# hello.py

2 hello.py if __name__ == "__main__
2 print("Hello, world!")
PROBLEMS DUTPU DEBUG CONSOLE TERMINAL ~ PORTS @ bash 1l
O root@ag1aefsbeee9:~/code# | Press (%)(1] to ask to do something. Start typing to dismiss
X SSH: formal-ssh-local-docker @ 0 A 0 0 @ Ln2,Col27 Spaces:4 UTF-8 LF

“l even installed a separate SSH server on a Myth machine to make VS Code SSH work”
—a former Applied Cyber Competitions Lead
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VS Code's forks are growing in popularity

¥ cuRrsoR VNV Windsurf

£ PearAl O GitHub Copilot



...but many security risks abound

The agent runs over port-forwarded SSH. It establishes a WebSockets connection
back to your running VSCode front-end. The underlying protocol on that
connection can:

Wander around the filesystem
Edit arbitrary files
Launch its own shell PTY processes

Persist itself

In security-world, there's a name for tools that work this way. | won't say it out

S moms pReRe ¢ MINREAD loud, because that's not fair to VSCode, but let's just say the name is murid in
VSCode’s SSH Agent Is Bananas nature.
We're interested in getting integrated into the Security Note

flow VSCode uses to do remote editing over

SSH, because everybody is using VSCode now,...
Using Remote-SSH opens a connection between your local machine and the remote. Only use Remote-SSH to

connect to secure remote machines that you trust and that are owned by a party whom you trust. A
Read more - compromised remote could use the VS Code Remote connection to execute code on your local machine.

February 7, 2025



The two key threat models

e Rogue extension on a laptop compromises the remote host

e Rogue remote host binary compromises the laptop



The VS Code SSH Protocol



SSH beyond shells

SSH is both encrypted transport (a la TLS) and application layer, supporting:

Interactive shell sessions
Command execution
File transfer (SCP, SFTP)

TCP port forwarding | :

Unix socket forwarding

SSH agent forwarding

...and more : :

Adapted from H.D. Moore, “Charting the SSH Multiverse”, BSidesSF 2025




Establishing a VS Code SSH Session

VS Code Remote SSH Host Code Server

Establish SSH connection

Run setup script
Download Code Server binary
Binary downloaded
< ....................................................................
Start Code Server on localhost
Start server
Server running on port 39365
Return port number
< ....................................................................

Request port forward remote:39365 to localhost: 40017

>

Request port forward remote:39365 to localhost:40018

Port forwards established

VS Code features now available

VS Code Remote SSH Host Code Server



What actually happens here?

Request port forward remote:39365 to localhost:40017

Request port forward remote:39365 to localhost:40018

Port forwards established

VS Code features now available



Proxying VS Code SSH



How Formal works
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And many more



We also already support VS Code Remote SSH!

Down the rabbit hole: Implementing SSH port
forwarding over AWS Session Manager

A technical quest through obscure SSH and AWS Session Manager features in service of enabling VS Code Remote SSH via the Formal
Connector, cu Iminatini g in forking and fixing severa | concurrency bugs in AWS's own re! ference library for connectin: g to com pute instances
using SSM.
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Encapsulation inception

MessagePack

JSON RPC + Payload




Introspecting JSON RPC and Payloads

1. Decode MessagePack
2. Inflate servermsg body
3. Decompress WebSocket RPC payload



Decoding MessagePack

JSON 271

{ “compact”: true, “schema”: 0 }

MessagePack

compact schema




Decoding MessagePack
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File: vscode_rpc.jsonl
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{"direction":"C — S","msg":{"id":0,"method":"challenge_issue","params":{"token":"3726d727-62a
6-4416-bba1-aaed0a3e?0c5" 11}

{"direction":"S — C","msg":{"id":0,"result":{"challenge":"/THMTACBxxV49n0bttIKjyUIMcYKAThp@Vr
RjTVIMFA="1}}

{"direction":"C — S","msg":{"id":1,"method":"challenge_verify",6 "params":{"response":"567weWW4

in:
% "serve","
:"17baf841131aa23349f217ca?c570c?6ee87b957 compress":true, "connection_token
tensions":[],"quality":"stable", "socket_id
{"direction":"C — S","msg":{"id":3,"method":"serve","params":{"archive_path":null, "commit_id"
:"17baf841131aa23349f217ca?c570c76ee87b957", "compress" : true, "connection_token":"remotessh", "ex
tensions":[],"quality":"stable", "socket_id":
{"direction":"S — C","msg":{"id":null, "method":"serverlog", "params":{"level":2,"line":"Checki
ng /root/.vscode-server/cli/servers/Stable-17baf841131aa23349f217caZc570c?6ee87b957/1og.txt an
d /root/.vscode-server/cli/servers/Stable-17baf841131aa23349f217ca7?c570c76ee87?b957/pid. txt for
a running server ... "1}
{"direction":"S — C","msg":{"id":null,"method":"serverlog", "params":{"level":2,"1line":"Found
running server (pid=580)"3}}
{"direction":"S — C","msg":{"id":3,"result":{}}}
{"direction":"S — C","msg":{"id":2,"result":{}}}
{"direction":"C — S","msg":{"method":"servermsg", "params":{"body":" TMxPS8MwGIDxeyHfoaddJGZvOz
RtoQwd/kEvw1bc9U3ydo?WZjaRMj+9IDK8PZff83DXpUuohRi9x fHdhyhCRDMSB22wL3MACY1iZ1HnVZ6Ataqv@2uqCgNSm
Unozk/XTRDYe/dT5gaZGrnNE5xTX0oAqegwSOReZ4ZRwpVUqntFn9Z02PY6BVGI6NNZKt twPF+xk/KDRx/qL@set2Aq6BJd
uLqdPX@2FGRyz5izpdyIRfzJKWLL+8+D0d6zSctdx9+tuX/VWbfTINi2hvtoemYQLLFgAAAP // ", "i":13}}
{"direction":"C — S","msg":{"method":"servermsg",6 "params":{"body":"TMxBS8MwGIDhe6H/oafdYpc18U
sLQZg4hSkozfD8Jf3S1dZmNJHqvxdEhrf38ryPD6ZYY10WU3A4nUNMZUx0J2IcLH010K844q6qR0O13HBYCkZB1cEUkWNYS
7#hZyYZ7JpSHMJow@ayWtFMoR66AmJ0QQzHromPLObztUskLa/Gfa4xRpEBTh8k62DWekdFjwgeJOyycVT8a81vyG59n91T
TF6dIV2FGe/UVTrGTjL86z1hy?vtiRvpsi9cfDV2rtMK9v+cF+pdofK91nuXZDwAAAP //","1":03} }
{"direction":"S — C","msg":{"id":null, "method":"servermsg", "params":{"body":"8ggJCdA31DNUMDQw
VAguzyxJzsjMS1cIKMovyU/0zynm5QotSCOKTEMTUihPTSrOT850LeH1cs7Py@tNLsnMzZNSgMrzcgWnJuuGpyYFg9Xo0i
YnpxaUAKW9SyPOU3IMTSrCXd1C883D3bz9XFwsSoosLGx5uXi5AAAAAP // ", "1":1}}}
{"direction":"C — S","msg":{"method":"servermsg","params":{"body":"YmJAgIhqpZLKglQ1K6XE@pIMJR
@IZaVUlJgbX5JaXAwSSkksSQQJuRW1+ARFBhgG6meGJmc55kU6VqR6F1e6V+rnGbrpZzg56ZsnpoUXpukX2y rVAgAAAP //
", i)
{"direction":"S — C","msg":{"id":null,"method":"servermsg","params":{"body":"LMqxCsIWEADQPZB/
uB+0NRaXgEOtAcG1lmBbBzZ5HGIRCSAZ6+414v3cehr42GwNma8CvQXAJcYY+szDyu2g1pjk/nmRhpakwvki@6jhGQgkcLf
xdK@9Y3Wjyv1011iJTEQrmmj 7uP5dhgk3b091129QkDXdqDV1p9AQAA // 8=" ":01}}
{"direction":"C — S","msg":{"method":"servermsg",6 "params":{"body":"YmJAgIhgpZLKglQ1K6XE@pIMJR
@IZaVvulJgbX5JaXAwSSkksSVSyUjJwMi4wSTMNT3YOc/ZPK@nODtP3NMo1cvEKSCwgyHH2CMINBUKNCkgOMbOwVaoFAAAA
//8=","i"10}}
{"direction":"S — C","msg":{"id":null,"method":"servermsg", "params":{"body":"YmJAgJZqpZLKglQl
K6XizPQ8JR211MSSRCAVLT/JyCMyzFS/Ks232Cc/zzA1y8MitCKisNg5xL+s1DDHNCgzPNHfKyQt@haoC6Q5NcUFot fA@D
jZLBK12N8pKtvEJdVS28utPDxTO8qINMXMzDI/1S0tAcXfsTzF19/b1zPfVQkWAAAA //8=","i":1}} }
{"direction":"C — S","msg":{"method":"servermsg",6 "params":{"body":"jJG/DoIwHITf5eY0yqCxiZ0OyuO
igpLpV+ktD7ZB9SQLCEL/VJIDJoY3Fxv+b67mBKeX8hkvTFgyL21RQ20fy8AQ1VoR2r7#sVotZrk8z3sV29B1UsW10MaLN8mh
gR9xLtq@3d1ApRUiZzUZrsQ5VRSC1+VXhCYMMugLvYaTTjdSjMDkwXAPJG/j 70IbShxrcNcYwkLuD98MwvAAAAP // ", "i":
11}

params":{"archive_path":null,"commit_id"
":"remotessh", "ex




Inflating servermsg's

TMxPS8MwGIDxeyHfoaddJGZvOzRtoQwd/kEvw1bc9U3ydo7WZjaRMj+9IDK8PZff83DXpUuohRi9xfHdhyhCR
DMSB22wL3MACYiZ1HnVZ6AtaqvO2uqCqNSmUnozk /XTRDYe/dT5gaZGrnNESxTXoAqegwSOReZ4ZRwpVUgntF
n9Z02PY6BVGI6NNZzKttwPF+xk /KDRx/qLOset2Aq6BJdulLqdPX02FGRyz5izpdyIRfzJKWLL+8+D0d6zSctdx
9+tuX/VWbfTINi2hvtoemYQlLfgAAAP//

GET ws://localhost/stable-17baf841131aa23349f217ca7¢c570c76ee87b957?reconnectionToken=
304aadd5-7156-4131-a62d-9bde5583d57b&reconnection=false&skipWebSocketFrames=true
HTTP/1.1

Connection: Upgrade

Upgrade: websocket

Sec-WebSocket-Key: sy73PqoBRX+S2zJnw/SACg==



Behavioral Analysis



MCP server autodiscovery

{
"method": "Filesystem.readFile",
"params": {
"path": "/root/.cursor/mcp.json",
"scheme”: "vscode",
"uri": "vscode://ssh-remote+formal-ssh:/root/.cursor/mcp.json"
b



What other RPC APIs are available?

override async installFromGallery(extension: IGalleryExtension, installOptions: InstallOptions = {}): Promise<ILocalExtension> {

if (isUndefined(installOptions.donotVerifySignature)) {
const value = this.configurationService.getValue(VerifyExtensionSignatureConfigKey);
installOptions.donotVerifySignature = isBoolean(value) ? !value : undefined;

}

const local = await this.doInstallFromGallery(extension, installOptions);

await this.installUIDependenciesAndPackedExtensions(local);

return local;

e "extensionKind": ["ui"] — Indicates the extension must run close to the Ul because it requires
access to local assets, devices, or capabilities or because low latency is required. In the case of VS
Code for the Web with Codespaces, where no local extension host is available, such an extension
can not load, unless it is also a web extension. It will then be loaded in the web extension host with a

limitation that it cannot instantiate a web worker.



Constraining VS Code SSH



Introspecting JSON RPC and Payloads

e To block the extension threat: use Formal to end the connection if

installFromGallery is called
o Potentially only with specific non-allowlisted extensions

e But many more attack vectors remain
o Potentially arbitrary: e.g. how do we decide which files on the remote are sensitive?



Formal with (more) LLMs

You are a SOC analyst. Monitor the
session and shut it down if dangerous
actions (e.g. deleting system files,
instailing malware) are detected

SSH *ﬂl
GeMMa  =——p
" Formal

SSH

Session
A . A Termination

Triggered




A note on VS Code forks

Remote - SSH is only supported in Microsoft versions of VS Code

M Bug Reports

@. stephengineer Oct 2024
iy

| am trying to use Cursor to connect VM, but | received the following error. However, | can
connect VM via VS Code with the same config. Anyone knows how to fix it?

r ™|

Could not establish connection

to "gpu": Remote - SSH is only
supported in Microsoft versions " You can get it to work by installing a version from before when Microsoft began blocking its

of VS Code. use on third party apps. v0.113.1 is the latest version | was able to get working, which can

be downloaded from here:
Close Remote https://marketplace.visualstudio.com/_apis/public/gallery/publishers/ms-vscode-

remote/vsextensions/remote-ssh/0.113.1/vspackage 171

Feb 11

Retry

More Actions...



Formal is hiring!

Engineering

Senior Software Engineer | Backend

Engineering = San Francisco * Full time = On-site

Software Engineer | Backend

Engineering = San Francisco * Full time = On-site

Software Engineer | Fullstack

Engineering = San Francisco * Full time = On-site

Solutions Engineer

Engineering = San Francisco * Full time

Marketing & Design

Founding Designer

Marketing & Design * San Francisco » Full time * On-site

Founding Marketer

Marketing & Design = San Francisco * Full time * On-site

Sales

Account Executive

Sales = San Francisco * Full time

Operations

Sales = San Francisco * Full time = On-site



Questions?

aditya@joinformal.com



