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About Applied Cyber

Competitions: 
Offense & Defense

Projects & Events





We also really like
to hack stuff…





Why care about security?



Case study: Stanford Link (2020)

● Match with your crush if they like you back
● Website keeps you anonymous if they don’t
● What could go wrong?



Case study: Stanford Link (2020)



What’s old is new again: Stanford Reveal (2023)



A Quick Note on the Web



Our Internet Abstraction



HTTP: the missing language of the web



Session Handling: How does a website remember?

● Cookies!

● Cookies enable web servers to store 
stateful information in your browser

● Authentication cookies are used to 
authenticate that a user is logged in, 
and with which account
○ On login: Set-Cookie: session=session-id



Common insecure design patterns



CatShare
https://catshare.saligrama.io

http://catshare.saligrama.io


We're a real startup!



Vulnerabilities

● Insecure Direct Object Reference (IDOR)

● Cross Site Scripting (XSS)

● Improper Session Handling



Insecure Direct Object Reference (IDOR)
Or: asking the server for the resources you want



IDOR case study I: Parler (2021)

Source: https://cybernews.com/news/70tb-of-parler-users-messages-videos-and-posts-leaked-by-security-researchers/ 

● IDOR vulnerability leads to
leakage of 70TB of user data

● Why?
○ Poor engineering
○ Lack of testing

https://cybernews.com/news/70tb-of-parler-users-messages-videos-and-posts-leaked-by-security-researchers/


TRY IT!

● The CatShare team has a website https://catshare.saligrama.io/ 
that stores personal information

● There’s an endpoint https://catshare.saligrama.io/user to access this info 
○ e.g. https://catshare.saligrama.io/user?id=test 

● CatShare claims this is secure and only accessible to admins

● Show us otherwise

http://catshare.saligrama.io/
http://catshare.saligrama.io/user
http://catshare.saligrama.io/user?id=test


IDOR case study II: Stanford Marriage Pact (2020)



IDOR case study II: Stanford Marriage Pact (2020)

https://mp.com/29d2223b196d87e8e9292308c074e593

29d2223b196d87e8e9292308c074e593

MD5

saligrama@stanford.eduyasminem@stanford.edu
MD5

7b58812708b7976e77d94c0130e17fbe

https://mp.com/7b58812708b7976e77d94c0130e17fbe

http://mp.com/29d2223b196d87e8e9292308c074e593
https://mp.com/7b58812708b7976e77d94c0130e17fbe


Avoiding IDOR

● Ensure that a user is allowed to access a resource before returning 
it

● If not possible (e.g. cloud storage buckets), then make resource URIs 
random and unpredictable. Avoid:
○ Automatically incrementing resource IDs
○ Hashing a guessable property such as usernames, phone numbers, or emails

● Instead: use random identifiers such as UUIDs



Cross Site Scripting (XSS)

● XSS attacks enable attackers to hijack your website to run 
JavaScript code on other users’ browsers

● They occur when user input is not properly sanitized and displayed, 
allowing it to execute as code



Cross-Site Scripting (XSS)

GET /myfeed

<!DOCTYPE html>
<html>
<body>

<b>Donovan says:</b>
<script>

alert(“You got hacked!”);
</script>

</body>
</html>

Donovan says: 

You got hacked!



www.yourwebsite.com/law/<?StealAllTheData.js>/supersecretdata



Reflected XSS

Bad code, 
sent as text

Bad code
is reflected

Bad code
runs in the browser!

Hey, click 
this link

https://vulnerable.website/search?query=<script>alert(“pwned”)</script>

http://mp.com/65af214d836bb936fd32c5c11f93c70d


Stored XSS

Bad code, 
sent as text

Bad code
is stored in 
the database

Just a regular 
request...

Server stores things 
in the database

Server gets things
from the database

Bad code
runs in the browser!



TRY IT!

● After our last data breach, we at CatShare want to make our customers 
feel like we care about them

● We added an endpoint https://catshare.saligrama.io/hello that 
takes a user’s name and greets them kindly. Ya know, to show we care
○ e.g. https://catshare.saligrama.io/hello?name=User1

● We think this is harmless and will only build customer trust. Show us 
our mistake.

http://catshare.saligrama.io/hello
http://catshare.saligrama.io/hello?name=User1


Improper session handling

Cookie itself is insecure

● Can modify cookie to access 
another’s account
○ e.g. become admin

Cookie not checked for authorization

● Use your own account to
○ Impersonate someone else
○ Escalate privileges to admin



TRY IT!

● CatShare added an admin view to 
https://catshare.saligrama.io/login for admins to view user data

● Log in using stanford:stanford

● Can you become admin and view the user data?

http://catshare.saligrama.io/login


TRY IT!

TOOLS/REFERENCE
● Cookie is in Base64 format

○ Transforms data into a mix of 
letters and numbers.

○ Doesn’t actually secure or encrypt 
data; it's just a different way to 
show it.

○ Use https://kk.lol to 
encode/decode

● Your browser’s Developer Tools
○ Accessible from Inspect Element

What to look for is in red (logged in as aditya here)

● https://catshare.saligrama.io/login
○ Login with stanford:stanford

https://kk.lol
http://catshare.saligrama.io/login


Session handling case study: Kontra (2022)



Session handling case study: Kontra (2022)



Session handling case study: Kontra (2022)



Session handling case study: Kontra (2022)



Avoiding improper session handling

Before taking a sensitive action:
Check the user is who they say they are
And that they are allowed to perform the 
action



Misconfigured Firebase security rules

Clients can directly access the 
database

(including malicious clients!)

● Database is in charge of validating 
user access to data

● Poor validation (e.g. misconfigured 
rules) → unauthorized data access



Case study: Fizz (2021)



Case study: Fizz (2021)

Users Posts



Case study: Fizz (2021)

Users Posts



Wrap-up



Nothing is 100% secure



Applied Cyber helps out startups!

https://securityclinic.org

https://securityclinic.org


Security courses at Stanford

● INTLPOL 268: Hack Lab
● CS 155: Computer and Network Security
● CS 152: Trust and Safety Engineering
● CS 255: Cryptography
● CS 153: Applied Security at Scale
● INTLPOL 268D: Online Open Source Investigation
● CS 40: Cloud Infrastructure and Scalable Application Deployment



Q&A: Security @ Stanford


